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MINISTRY OF TRANSPORT AND PUBLIC WORKS
SOUTHERN AFRICA TRADE AND CONNECTIVITY PROJECT (P164847)
Request for Quotations 

for (for Services)
Procurement Number: MW-MTPW-490825-NC-RFQ

To: … …………………………

..………………………………………………………….
 

………………………………………………………
Date: 19th May, 2025. 

The Procuring Entity named above invites you to submit your quotation for carrying out the whole of the services of penetration test (PEN) for the information systems for the Malawi Buareau of Standards and ) a joint sanitary and phytosanitary (SPS) system for the Department of Agricultural Research Services (DARS) and Department of Animal Health and Livestock Development (DAHLD). Any resulting order shall be subject to the Government of Malawi General Conditions of Contract for contracts. 

Section A: Quotation Requirements

1) Description of Services and Location 
penetration test (PEN) for the information systems for the Malawi Bureau of Standards and ) a joint sanitary and phytosanitary (SPS) system for the Department of Agricultural Research Services (DARS) and Department of Animal Health and Livestock Development (DAHLD).
2) Services are to commence by: from the date of order.
3) Services are to be completed by: TBA.
4) Quotations must be valid for 120 days from the date for receipt given below.
5) Quotations and supporting documents as specified in Section B must be marked with the Procurement Number given above and indicate acceptance of the stated terms and conditions.
6) Quotations must be received, in sealed envelopes no later than: 16:00hrs on 26th May, 2025.
7) Quotations must be returned to: Procurement@satcp.mw
IPDC Chairperson
Southern Africa Trade and Connectivity Project

Ministry of Transport and Public Works

P.Bag 322

Lilongwe 3

Ground Floor room 31
8) The attached Schedule of Rates and Prices at Section C together with any Terms of Reference or other documentation mentioned in Section C and appended, detail the services to be performed. You are requested to quote by completing Sections B and C. Quotations shall cover all costs of labour, materials, equipment, overheads, profits and all associated costs for performing the services including all taxes and duties. The total cost of performing the services shall be included in the items stated and the cost of any incidental services or materials shall be deemed to be included in the prices quoted. 

9) Bidders must also complete and submit Appendix 1: Letter of Acceptance of the World Bank Anti-Corruption Guidelines and Sanctions Framework which shall also be incorporated in any resulting contract, confirming application of, and compliance with, the Bank’s Anti-Corruption Guidelines, including without limitation the Bank’s right to sanction and the Bank’s inspection and audit rights;

10) Quotations that are responsive, qualified and technically compliant will be ranked according to price. Award of contract will be made to the lowest priced quotation by the issue of a Local Purchase Order.
Signed: ………………………………… 

Name…Andrew Sungitsa………
Title/Position:…Procurement Specialist…

For and on behalf of the Purchaser

Your quotation is to be returned on this Form by completing and returning Sections B and C including any other information and certification as stated within this RFQ.

Section B: Quotation Submission Sheet

1) Currency of Quotation: Malawi Kwacha

2) Services will commence within ………..days/weeks/months from date of Purchase Order.

3) Services to be completed by ………days/weeks/months from date of Purchase Order

4) Validity period of this quotation is ……..days from the date for receipt of Quotations.

5) We enclose the following documents:

(i) Section C of the Request for Quotations completed and signed;

(ii) A copy of our Trading Licence

(iii) A copy of the PPDA registration

(iv) A copy of our Annual Tax Clearance Certificate (for the last financial year)

(v) A list of recent contracts performed

(vi) Appendix 1: Letter of Acceptance of the World Bank Anti-Corruption Guidelines and Sanctions Framework
(vii) Proposal of the assignment in response to the Terms of reference
6) We confirm that our quotation is subject to the terms and conditions stated in your Request for Quotations referenced above, and that any resulting contract will be subject to the Government of Malawi General Conditions of Contract.
7) We confirm that the prices quoted are fixed and firm for the duration of the validity period and will not be subject to revision or variation.

Authorised By:

	Signature:
	___________________________
	Name:
	____________________________

	Position:
	___________________________
	Date:
	____________________________

	Authorised for and on behalf of:
	
	(DD/MM/YY)

	Company:
	_________________________________________________________________


Registered Address: ……………………………………………………………………………………….

……………………………………………………………………………………………........

…………………………………………………………………………………………………

If any additional documentation is attached to your quotation, a signature and authorisation at Section B and Section C is still required as confirmation that the terms and conditions of this RFQ prevail over any attachments. If the Quotation is not authorised in Section B and Section C, the quotation may be rejected. 

Section C: Schedule of Rates and Prices (to be priced by Bidder)
	Item No.
	Description of Services

(Append detailed specifications, requirements,  explanations and/or Terms of Reference as necessary)
	Unit of Measure
	Quantity
	Unit Price Kwacha
	Total Price Kwacha

	1
	penetration test (PEN) for the information systems for the Malawi Buareau of Standards and ) a joint sanitary and phytosanitary (SPS) system for the Department of Agricultural Research Services (DARS) and Department of Animal Health and Livestock Development (DAHLD).
	ea
	1
	
	

	TOTAL
	


The following attachments are appended to clarify the Description of Services: 

[List each attachment e.g. detailed schedule of services, or terms of reference]

Authorised By:

	Signature:
	___________________________
	Name:
	____________________________

	Position:
	___________________________
	Date:
	____________________________

	Authorised for and on behalf of:
	
	(DD/MM/YY)

	Company:
	_________________________________________________________________


Appendix 1

Letter of Acceptance of the World Bank Anti-Corruption Guidelines and Sanctions Framework

Date: 


Invitation of Bids/Proposals No.__________

To:  ___________________________________________________________________________

We, along with our sub-contractors, sub-consultants, service providers, suppliers, agents (whether declared or not) consultants and personnel, acknowledge and agree to abide by the World Bank’s policy regarding Fraud and Corruption (corrupt, fraudulent, collusive, coercive, and obstructive practices), as set out and defined in the World Bank’s Anti-Corruption Guidelines  in connection with the procurement and execution of the contract (in case of award), including any amendments thereto.

We declare and warrant that we, along our sub-contractors, sub-consultants, service providers, suppliers, agents (whether declared or not),  consultants and personnel, , are not subject to, and are not controlled by any entity or individual that is subject to, a temporary suspension, early temporary suspension, or debarment imposed by a member of the World Bank Group, including, inter alia, a cross-debarment imposed by the World Bank Group as agreed with other international financial institutions (including multilateral development banks), or through the application of a World Bank Group finding of non-responsibility on the basis of Fraud and Corruption in connection with World Bank Group corporate procurement. Further, we are not ineligible under the laws or official regulations of [Insert name of Employer as per bidding document] or pursuant to a decision of the United Nations Security Council.

We confirm our understanding of the consequences of not complying with the World Bank’s Anti-Corruption Guidelines, which may include the following:

a.
rejection of our Proposal/Bid for award of contract;

b.
in the case of award, termination of the contract, without prejudice to any other remedy for breach of contract; and

c.
sanctions, pursuant to the Bank’s Anti-corruption Guidelines and  in accordance with its prevailing sanctions policies and procedures as set forth in the Bank’s Sanctions Framework. This may include a public declaration of ineligibility, either indefinitely or for a stated period of time, (i) to be awarded or otherwise benefit from a Bank-financed contract, financially or in any other manner;  (ii) to be a nominated  sub-contractor, consultant, manufacturer or supplier, or service provider of an otherwise eligible firm being awarded a Bank-financed contract; and (iii) to receive the proceeds of any loan made by the Bank or otherwise to participate further in the preparation or implementation of any Bank-financed project.

We understand that we may be declared ineligible as set out above upon:

a.
completion of World Bank Group sanctions proceedings according to its prevailing sanctions procedures;

b.
cross-debarment as agreed with other international financial institutions (including multilateral development banks); 

c.
the application of a World Bank Group finding of non-responsibility on the basis of Fraud and Corruption in connection with World Bank Group corporate procurement; or 

d.
temporary suspension or early temporary suspension in connection with an ongoing World Bank Group sanctions proceeding. 

For avoidance of doubt, the foregoing effects of ineligibility do not extend to a sanctioned firm’s or individual’s execution of its ongoing Bank-financed contracts (or its ongoing sub-agreements under such contracts) that are not the subject of a material modification, as determined by the Bank.

We shall permit, and shall cause our sub-contractors, sub-consultants, agents (whether declared or not), personnel, consultants, service providers or suppliers, to permit the Bank to inspect  all accounts, records, and other documents relating to the procurement process and/or contract execution (in the case of award), and to have them audited by auditors appointed by the Bank. 

We agree to preserve all accounts, records, and other documents (whether in hard copy or electronic format) related to the procurement and execution of the contract.

Name of the Bidder/Consultant:


                                                          

Name of the person duly authorized to sign the Bid/Proposal on behalf of the Bidder/Consultant:

Title of the person signing the Letter: 




SOUTHERN AFRICA TRADE AND CONNECTIVITY PROJECT (P164847)

TERMS OF REFERENCE

Supply of Penetration (Pen) Testing Services

Background

The Government of Malawi (GoM) has obtained a credit and grant from the International Development Association (IDA) under the Southern African Connectivity and Trade Project (SATCP) to support efforts to reduce trade costs and time, increase access to improved infrastructure, and increase value chain development in targeted corridors of Malawi and Mozambique. The project is being implemented over a period of 6 years.

Trade and regional integration are central to southern Africa's recovery from the impacts of the COVID-19 pandemic. As the world experienced a crisis of unprecedented proportions, the region was affected by supply disruptions and declines in trade flows, export prices, fiscal shortfall and capital outflows. Malawi and Mozambique are no exceptions. The Gross Domestic Product of both countries is expected to decline, pushing more Malawians and Mozambicans into poverty.

For Mozambique and Malawi, it is particularly important to strengthen regional trade and economic links through a spatial focus on Mozambique's economic corridors by reducing trade costs. The corridors of Beira and Nacala connect central and northern Mozambique with Malawi, Zimbabwe, Zambia and by extension, Botswana and the Democratic Republic of Congo. These two corridors can be considered fundamental and the newly elected government has emphasized the need to focus on improving logistics and rail access, and expanding aggregation and export processing.  For Malawi, these two corridors feature the closest and potentially cheapest routes to the sea. These are therefore critical options for access to regional and global markets. Strengthening regional integration can increase trade and investment, contributing in turn to structural transformation, job creation and poverty reduction in southern Africa.

The project development objective is to reduce trade costs and time, improve access to infrastructure, and increase value chain development in targeted corridors of Malawi and Mozambique. Reducing trade costs and improving the road network will facilitate the development of value chains by improving access to global and regional markets. There is substantial economic potential for increasing regional trade, especially with regard to agribusiness, light manufacturing, and services including logistics and tourism and attracting private investment in these sectors.

The main Project components, to meet the above objectives, are:

· Component 1: Reducing trade costs through trade facilitation, including border infrastructure and regulatory framework reforms.

· Component 2: Strengthening regional coordination and supporting Project implementation.

· Component 3: Increasing investment in regional value chains; and

· Component 4: Improving the transport infrastructure of market access.

The SATCP has applied a part of the proceeds towards the design, development and implementation of management information systems for (1) the Malawi Bureau of Standards (MBS) and (2) a joint sanitary and phytosanitary (SPS) system for the Department of Agricultural Research Services (DARS) and Department of Animal Health and Livestock Development (DAHLD). 

To ensure that the systems are secure before rollout a Penetrative (Pen) Test is required. SATCP wishes to contract with a specialist information technology security company for the services described within this Terms of Reference.

  Overview of the Systems

The MBS system for Malawi Bureau of Standards and the SPS system for DARS/DAHLD will be a web-enabled application that will allow traders and officers access to respective portals to prepare and submit requests for services, this will include activities such as registration, Product certifications, management systems certifications, Standards development,surveillance, inspection and laboratory analysis.  The systems will further provide facilities for electronic payment and accounting, and of exchanging data with other systems including the Malawi National Single Window, NRB,the IPPC e-phyto Hub (for the SPS system) plus the Registrar General.  

Statement of Objectives

The Pen Test will be an external security assessment conducted in 2 steps for both MBS and SPS systems. The first step will act as an initial test that will emulate a cyber-attack on the two information systems   to identify and exploit any system vulnerabilities, safely, to see the impact a real attack could have and thereby allow the respective developers of the MBS and DARS/DAHLD to take measures to address those vulnerabilities. The second step will be a follow-up Pen test undertaken after any critical vulnerabilities have been addressed as to ensure the Information systems are secure.

As is good security practice the selected service provider would be required to undertake and demonstrate the Pen Test follows the 5 stages:

1. Planning and reconnaissance; Defining the scope and goals of a test, including the testing methods to be used, and gathering intelligence (e.g., network and domain names, APIs etc.) to better understand how the MBS and SPS systems work and potential vulnerabilities. 

2. Scanning; This will be undertaken to understand how the target application will respond to various intrusion attempts using both Static and Dynamic means of analysis.

3. Gaining Access; This stage would be expected to execute web application attacks, such as cross-site scripting, SQL injection and backdoors, to uncover any vulnerabilities. Testers should try and exploit these vulnerabilities, typically by escalating privileges, stealing data, intercepting traffic, etc., to understand the damage they can cause.

4. Maintaining access; The goal of this stage will be to see if the vulnerability can be used to achieve a persistent presence in the exploited system, which may remain in a system for an extended period of time in order to steal an organization’s most sensitive data.

5. Analysis and Report; The results of the Pen Test should be compiled into a report detailing:

· Specific vulnerabilities that were exploited

· Sensitive data that was accessed

· The amount of time the pen tester was able to remain in the system undetected

· Specific recommendations

· Classification of vulnerabilities, e.g. critical, high, medium, low and informational.

The scope of the Pen testing should include at a minimum:

· Local Hosting - system accounts, cloud virtual machines of production and non-production environments. 

· MBS and DARS/DAHLD web application – user accounts, system modules

· SQL Injection (SQLi) – Exploiting weak database queries.

· Cross-Site Scripting (XSS) – Injecting malicious scripts into web pages.

· Broken Authentication – Testing login mechanisms for vulnerabilities.

· Insecure APIs – Checking for poorly secured APIs

· Misconfigured Permissions – Checking Cloud access settings.

· Data Exposure – Identifying exposed databases (e.g., S3 buckets).

· Container Security – Assessing Docker, Kubernetes vulnerabilities

Deliverables/Specific Outputs

The Security provider shall be expected to deliver the following specific outputs:

(1) Malawi Bureau of Standards Information System

a. Pen Test – Stage 1 Report

b. Pen Test – Stage 2 Report

c. Final Report

(2) DARS/DAHLD SPS Information System

a. Pen Test – Stage 1 Report

b. Pen Test – Stage 2 Report

c. Final Report

Assignment Management Arrangements

5.1 Counterparts:

The Security service provider will engaged by and report to the SATCP Project Manager or his delegate and be expected to work closely with the appointed system developers, technical staff, data centre operators and specifically the supplier of the MBS and SPS system suppliers.
5.2 Period of Engagement and Schedule

The project requires the testing to be conducted over a period of no longer than 6 weeks.

· 2 x Stage 1 Pen Tests will be conducted within a 2 week period and resulting report provided no later than 10 days after testing has concluded.

· 2 x Stage 2 Pen Tests will be conducted 2 weeks after delivery of the initial test report to allow for any vulnerabilities identified to be addressed by MBS and DARS/DAHLD and the respective system developers.

· 2 x final reports will be provided 1 week after Stage 2 testing has concluded to verify the vulnerabilities have been addressed.

Selection Criteria

The Consultant company will demonstrate:

· Specific expertise and experience in the information system and infrastructure security of not less than 7 years.

· Successful delivery of at least 4 Penetration tests similar in nature to the requirement of the terms of reference, conducted in the last 4 years.

· Experience working with the government agencies for the delivery of security assessment and related services would be of benefit.

· Knowledge of Web Services and virtual cloud machine environments is mandatory.

· Inclusion of CREST qualified testing consultants in the Pen test would be  highly desirable.

· Knowledge of the information technology environment of republic of Malawi  or other developing countries of the region particularly related to the Trade facilitation or public sector.

· Professional Certifications in either CISSPs/CEH/CISM/PenTesters highly desirable
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